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(54) METHOD AND SYSTEM FOR CLIENT AUTHENTICATION 

(57)Abstract: 

PURPOSE: To provide the client authentication system 
where discrimination information used for authentication 
between a client and a service presenter cannot be 
stolen by the third person by dynamically generating this 
discrimination information in both of the system on the 
client side and the system on the service prersenter side. 




CONSTITUTION: A key management part 18 of a 
system on the service presenter side generates an 
individual key K corresponding to a MASC 5 conected to 
a service client 6, which requests access, and reports 
this individual key K to an authentication part 15. This 
individual key K is preliminarily stored in the MASC 5. A 
random number generator 20 generates random 

numbers R and not only transmits them to the MASC 5 but also reports them to the 
authentication part 15. The MASC 5 ciphers these random numbers R by the individual key K 
and returns them to the system on the service presenter side. Meanwhile, a ciphering part 
151 of the authentication part 15 ciphers random numbers R by the individual key K. A 
comparator 152 of the authentication part 15 compares data ciphered by the ciphering part 
151 and ciphered data transmitted from the MASC 5 with each other; and if they are equal 
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with each other, the access request from the MASC 5 is confirmed. 
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•j'^' 3 84^6n>x>'y*^fiK-r5S7u-A^§«-r 
M A s c 5 tcs* Lraai* ^^ 5„ 

[0 0 4 6] x7;U5'yu-57+^-4 3tts =l>x>'y>li(D 

5o -^-LTs illiT-^7U-/**ilfiJfflMPEG»ft 
ls]% (MPEG-2) 44leai:^3U 5'7U- 
I**S^fflMPEGffSl2liES (MPEG-2) 4 Steffi 

[0047] MPEG#gIH|^ (MPEG-2) 44. 
4 5tt. MPEGjg*SfE*S*nfc$$©tt®T'jtSfii- 

tirstttcmmf—$iyu-i*. xtisisx— S'7u-a 

*#:lLTx @i#Xtt^^^ai:^Pitg&7*-^-y He 
«7c-r5lHlKT-S5o iin6MPEG#fi!ElK (MPE 
G-2) 4 4, 4 5tC^Sl^Tx-^7^-^(D#S^■r 
SIStCtt, I^MBIsIK4 6lC<fc-3Tai^©|SlMS6''<tetl 
5„ EP-B. |5)S8lH]a4 66^6ai:>3*n5I^MSm#lc|p|S9 
LTs SMPEGffSiaS (MPEG-2) 44, 45 

it. #fi*tifcx-^7u-/^*aj^-r5<D"rs5o 

[0048] S^fflMPEGffiglHlK (MPEG-2) 
4 46^6fl)aj^tt. D/A^jft||4 7^CJ:oT7':^0^*^ 

mizmfTiHtiin^, sfc. ^mmMPEGwm^^ 

(MPEG-2) 4 5 60aj^tt. D/ASgSg4 8t!: 

tex tf-* leifijttTaj^s-tis, 

[0 0 4 9] ii<7^^'<a-mt5^7'-ZflV4 9ii. % 
KSix-f 7.-57 3 OOS-t-5'^'i:7U-Ivi:rog|0&^3*^ 

-f :?4 i)^e<D:3 >T >*y$'iK*^ai LTt-'Sii^icfcx^ 
T. 't^XhCPU4 UcJ:orS7U-i*6^il*i<!:6tl 
c:fl)-b'57^i/-?>rP-KJ*l5x--?';U4 9ti:J:-Q 

co-b-j7^!b^6^T<07U-A6^ii*'a3*tl/c^lC«. -t 
^•?3>Hii-^3 7{c5*Lr. tfy^77y:/3 1©^• 
^•y+V•5^«^T•5'<*g3b^^g5'^^tl5<OT♦*5. 
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<0-rv^7i-X5 0tt. tx/»5 7<!:mgJaN (S 
2) *^>LT. tfxaet#ffl!lv'Xx/»105+>— 

[005 1] 3?tC. DL40. *XhCPU5 1, X-T 
•y 4 2 , Rlf 'T 7 x-X 5 6 ICgggS-tl^M A S 

c5<oiKR3«fif-5c -y— ex-^T-r^vheica^jti 

ffll^etl5©fi«MASC5T'S5<. MASC5 
«s *XI>CPU4 1ib^6<Dm/Tv»Cl5i:T. DL4 0* 

am-r^o MAS C 51*. *7.hCPU4 1 6^7 

U-A4 1 *§flf 5SlC}T3jiffl**'?> h LT> ^ 

^1 4tcJifUTft^3taxl-^«7ic-r5Ctl<:j:oTaK 
S D^lCW^J^tntctWy hT-S5o M A S C 5 
tt. C<DP&*0>^'<lXif50tc:&-pfc^(C. *XhC 
PU4 1(C3>fLTs 7.-<'y^4 2*M6^-a-5<DT'»5. 
[0052] e:<0MASC5tt. -9— tfX-J'^'r 

ZVl-ero^-KXP-y h (/i:i:^Jf PCMC I Atpai 

©A-KXP-y K) rticgffiiaaicgts-tirc i c*- 
[0 0 5 3] COMAS c 51*, mmzjKxmmititc 

SilffllC PU51, DES (DataEncryptio 
n S t a n d a r.d) 5 3, g^tf ^IBISgP 5 5, R 
OM5 7, MlflC I /OgS5 2, 5 4, Stf5 66>6 

[0 0 5 4] SJffllC P U 5 1 tt. -9— k'X^^^'TT' V h 

6rt«)*x hsjffiie p u 1 AizmmitiTtsv. *x h 

C P U 4 1 6^6<D*i3^lClSL:T D E S 5 3 (Cj^ LT^^ 

\mm^m'i7i^^o ttc. »mc p u s i t^x h 

C P U 4 1 6^6<D7 U-/*§flSaH:ESCTB*gP5 5 

mz^m^nzi^^m^tioy'Simy. ^m.Mt^ tti, 

{C, COPsfeA-^V^ffflXfi^OlcSoftt^tt. CPU 
4UCWLT. X-l-y 5^ 4 2*116^^5. »JS1C 
PU5 1(i. I/0^S5 6, -r>^7i-X5 0Stf 

T-iift^tToT. ^^y-bXg*, x^'-:^iSfJl/g:&, Stf 
[0 0 5 5] a«^#etLT<DROM5 6tt, COSJ 

ac p u 5 1 icfeit5sastc*i>g&Kx-^' («g^tf, 

SKM A S C 5 *SE»J-r 5fc4!)<DgE9J I D i 



SiJ1f«] , aSMASC5lC@^<DtODi:LT<i^6tl 
[0056] iS^iJIBUgS 5 5 ±iS LfcB^* 

iaii^5 5rtic4jt>Ts m^toy^mxim^tt^tx. 

Tt^•5o SfoT, Il-WC<Oil^1i«[|BtiSi55 5*» 

[0 0 5 7] S20Bi^km MmcSlRlfm2(D 
^^k^S<t:LT<0DES7li. l/Oi^B5 2^/>L 

T D L 4 p ft^ssttiXofca Vxvy^s^fkr ««t 
tg, slfSlj^Blc p u 5 1 6^?737'-i' 'j^)i^m^RxfD.- 

t^o DES7icd;yg#{bttift3>7^V'y 

X-l'-y^4 2lc3^aj#n5, 

SBg^g^r/j:a6o«ifig7py'5'S^#BgLXx mmt 
[0 0 5 8] -y— tf7,'5'5'r7>h6*?+^— 

6 i:-9— If XS«#ffliJ->XxAi:©Fa^ig,5:s 1 i: S 2 

[0059] (3 vyif «jiiffl»jaiH!iis) jtrsa) 
<o*Jffluais^col^Ti^^R9•r5o coii^x si, skd 

[0060] <^B®«^#146■«igt^^i^i^g^*^c J: 5 a >x 
>';'if^ttt&sja>05{i. SI, s2(Dmm^. m?L 

l,£%yr^J^^-Zfl\^ (^-■yU'rVyf.'Jmy'^XT'L. 

[0061] zL<r>m%<j>^mmmmi%^mmt^t. 

glSOlca— tf(i, +>--ex^77'r7>h6{CMASC5 

^}fA-r-5o rsts ^-^x<7^-(Tyy-6\t. ma 
sc sogjgij ID ( I Dj) ^m.3f-w). iomsA 1 0 
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(I Di) «+>-exa«t#fi!li/XxA'Siifll1-5o t 

Six *)■-y^7.mliMm'y7s7■u^\t.. <5Fti<oMAsc 
[0 0 6 2] D'<?^7.mm^s\zio\,f^m.m<ox=r 

•yyoiT-tt. -9— tfX'5'5'r7'VI-6(i. +»■- tf::^^ 
tItLT. -9— ex^'5'r7>h6fi«m^-r5MASC 

sictt, ^V3.-)imM0im\\ D (I Dj) , flsusi 

Ki, RtfgaE7yHr'JXlvEK(X)fi5S±tC*Sifl*nT 

[0 0 6 31 IL— <fttv CWMASCS^^ffji©^^— e 
X^75-f'7Vh6'\S^L. Em-lil&^ff+-«^>LT 
•»t-eX^«#ffl->XxAOSBiJ I D W-tfX:/P/^ 
•<^\£>: I Dp) ^A?3-r^. fSi:. 06 (1) Ic 
^tJao^n^ -y— lfX^'5-1'7>h6(i. +>— tfX^ 

Xx/x©SlffJ I D ( I Dp) <t-t»— tf7.-5'5-l'7>>6 

s 2'rv^7i-;^^/^LT^t-trxs«#ti->xxi» 

«s i32l«^*46«aVr>'y<D^'-1' h;H D (I DT) 

[0 0 6 4] [igSESaJi] 05ici5it5:*<D7.7^->:^o 

5-1'7V h<DigiiEJ!lS*tT3, c:0-9--bf7.^'5'r7V 

v'Xt'L. 1 ©x-^77"<';l/^©:^iE7-5'-bXifiil:*a 
WlcHfiS-tl^So dCT-tts ISO/IEC 9798-2^fiJfflU 

[0 0 6 5] eXS«t#fll->XxA 1 t(«7^'-bXg 
*^Lfc+^-tfX'575Y7> h 6<DiEatt$giE-r5a 

[0 0 6 6] i o 

i^+J— ex^5'r7> h 66^6®7^-bXS^^Sfir 
Si: (1) . S^^i 8rt®miliSfi£S (Siai:^ 
m 1 8 2ttv S^LfeMASCiffiiJI D (I Dj) 1y 

U a-+f:^a7 7'-<;n H^ODSEasyi D (i 
Dj) ^Stc. ::^p/^-i'4fffS©mi^X4'@8i:&<S 
9T^'5'f7>h<iSiJg(Ml0® Ki^^f5„ 
C©Ml^X^g8Ui. MASC5rt(c*g|fl*nTU'' 



^X^Stl^-T-SSo (S^>Tx SfflLfcMASCSEgiJ 
ID ( I Di) ta-+f:^n7>'f';n i rt(c§g*ti 
TfSifflUI D (I Dj) T'SSfEt)., MAS 

c 5 rtwiisuaK i t^<mc<p'7-<7y mgijsK 

[0 0 6 71 cntHRlc. ■^^-fcfXgflt#^il^>XxA 

1 ?9®iLa^ss2 0tt. asR^s^fSo cojaifc 

R«x iSUgpi 5lcA^#ti5i:i:t(i:. +>— y^l Olc 

t.X:^i*ni., +>■- /nott. ii(DasR(c+>— tx^' 

5-f7>HRlttrXx-<'*— >a> [+»— ex^5'r7 

V b6<Dmi I D (7 Kux) t-^-iixm^m?. 

xA©iffliJI D (I DP) t*ig^Lfct.<D) ^hif 
T. -9— tfX-5'^'l'7>h6'\2f^-r5 (2) „ 
[0 0 6 81 t»— tf;^g«#ffiiJ;>XxA 1 6^60Dlf 

SfiLy-c+j— ex^'7'r7vf 61*. it^ic^snsa 

iSR^MASCSlC^^S, -rSt. MASC5tt, M 
ASClEgiJI D (I Dj) (caSR^Jg^LT. Ztl^ 

?«^^rs. -9— ex^5'f7>h6tts c©m2© 

t (3) , 

[0 0 6 91 iI©^5^'7>m^^§^Lft-«t-tfX 
S«(#ffliJ->Xr A 1 tt. il<Dlf^lC^^n5m2©giE 
igESPI 5rtOJt»il (ttR^e) 1 5 2'\SS 
rS, MIC. ggESl 5F*g<DmiBg^bS 
ft#&) 1 5 Ki, +f-tf:^-^5'r7>h5*-6§€L 
fcM A S C SEgiJ I D taSli^giS 2 0 6^6§^ LfcaS 
Rt^ig^LT. cn^a^gPI 8 2tCT^5-nfc 

s 1 ©M!iE?«SfiB-r-5, mi Bi^basi 5 1 

Lfcm2®^iI^^i:Jt®*-a:«<. tt^SI 5 2lcfc^,^T 

x^5'r7>h*Jiffli»#iLTgau ^©jais* 

^(Ctt. ?-©M A S C 5 lCj*i;Sr5g&fflx— S^fi^gg 
^nTt^^:C^■9— trX'j75-l'7> KT'^SiWRLT, 

m^^lzi:it. gilO!)«&i:&5<iSiJSKig#3!)V 

WlPg^i-nsaS^CODiiSiJgK i T'Bi^bL/cg 
ii?6^2l«*n5^ltT-S5, StoT, si=«6>aaR 
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10 0 7 01 +f-tf7.'5^5'r7'>h66^^t-lf7. 

X'^^'TT'y h 6Stf+»— e^^«#ffli->:;^xA 1 (Oil 

[0 07 1] Sfc, ^7^Q-tXTm^5/\°5p«-5i 
^7;l/drUXL.lCD E S (DATA ENCRYPTION STANDARD) 
[007 2] 

aSR : 32 fcf-f h 

MAS Qm\ I D : 32 fcf>y K E C B A^^JCttS»J3 

2e'y Hi/^x-fV'J^-rS) 

fliS'JSKi :56tfyh 

TX^SKM : leatfy K56 t-y hX3) 

•t^-^f7.^l«#ffll->xx^. i ofofflt- k : tripple ec 

B (ELECTRONIC CODE BOOK) (^SiJH^. SLS^) 

■y— e:x^'5-<7v kow^^e- k : ECBdKiaa) 

D (I DT) lC«lS-r53>x>"y (Bg^UVxV 

•y) ^> ■(5F*i6^©T— ji7/"r;i/i 2, 1 3fi^6iE*ai 

[0 0 7 3] ll>x>'y*SttlS-3/j:*^— tfX'>5'r7 
>h6li. cn«-M3tx-^X^'K5'r:^4lcM|fiLT 
31cx-<'X'5'3 0lC»*afe6\ ^®$$CPU4 2l::^ 

f o *x h c p u 4 2ttc:«)zi vt^ vyfi^^k^tiT 
t^&l,^t,©T'$5<!:l^«rLT^ 7.'(''yf^4 3«r-^i-t: 

7'^;l/^:/"U-i'-9-4 3 lCT@i®7 [y-Kf^my U-/* 
»C»iSI*nTs *'«jMPEG»Sl2]gS4 4, 451CT# 
DAafel§4 7, 4 8lCT7:^P^^<i^lcSg5 

[0 0 7 4] $fc, *XhCPU4 1tts nvxV'y* 
m^t^^y \y-L.^m^iLt;miCs m a s c s rtcjij 
fflic p u 5 1 [cim^fjoo coimc p u 5 Hi. a 

fi^O icS^i:. SJaiC P U 5 1 ti. *X h C P U 4 1 tc 



[0 0 7 5] <-aS©* y J'lCj:5a>T>"yli 

^m^m>m7ii^ s i . s lamrn^. fs^'pm 
^imm^^^mt^-wm^^:> hy—^mmtLtcm 

[0 0 7 6] zom-^omm^moiim^mm^t. 

mmzmm^it. ■9--tfX-5?5-f7>h6lcMASC5 
^IfATSo "T^t. -9— e7.-{'7-f7>h6tt. MA 

sc soisgij ID (I Di) ^m3i-wjs ^(Dmi i d 
(I Dj) exstt^fflije/XT^A'NaarSo f 

5<!:. t*-- tfXg«#<Sih>7.7^Iv1tt, •RtlOMASC 
i*1tt, (KGj) :&-ft-tfX-?5 

'TT'vhstt. i^am (KGj) ^A#-r«, ^© 

xx/xS^iift^-tts, ^(Di^m. -9— tfx^^-rzyf- 
stt. COS (KGj) €fJffiLTaVx^>'y*X#-r 

[0 0 7 7] [7^-trXM3<] S7(Cfe«-«g«!J£DXx 

Xx-y70 1<!:I^L:^©T\ ^(CSt^^^BSf^o 
[0 0 7 8] [^aEsas ii7icfcnt5^o[)Xxy:^i 

SQStt. m5^zis^f^XT'y■f^2tm\:.■>s:<OT\ 
[0 0 7 9] oaiESfjia® myictuf^^ox'ryy 

1 3T'lix -^-exS^^fflS/XxIvltt. HSfC/Txf 
<fc7^C^ Bg^kaVx>'y<D^ffl(D@ (KGj) ©E 

[0 0 8 0] fiP5. -9— exaet^fflii/xxAni. v 

-tfZ^5-f'7'>h6lC^«*nfcMASC 5fi«^L 
T*fcMASCa»JI D (I Dj) t^S. •J'^-fT'Vh 
iiS'jaKi^^L-r^ (iI©^'-5'1'7VHlSiJIIKi<t 

at\ ) , •^-exstt#ffl->xr/»i 'y'y^Ty 
•v'm'm^\m^i~r>x'^-\f.7.-fui\^ 9 \ d (i d 
p) Rtf^-chyi/SKGij^Bg^ku -y— tfx^^-r 

7>HRlttxX7^-r#.— >a V ex^75'r7Vh 

eOglSJID (7KL/X) t+t- trxg«t«{ii->xx/» 
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M A S C 5 izmmt^o •9-e7.JS«t#ffl!|->XxZ* 1 3b^ 
6®Bg^bSitf ^tt. M A S C 5 tCfcU^T^^k* tU 
■SfT h;USKGij*Ri6tl5„ Sl-fV^^i- 

KGjlCcfcoTS^kJtlSo 

[0081] c:(DSE2lia31<Drt§5v @ 9 oiimya 
•><'Rlf0i oo*J-:f/U-f^>7n-5^-v-htcs-ift> 

[0082] El O^CfcL^T^ gSJOXT^-y >^2 1 T' 

it. +^-bfxatt#th>xxi:.ioaesgi5i 8rticii 

JtlTl^S^-l' h^UcmrS^-r h;H D (I DT) 

^^ajfo m2||^fiEgB1 8 4tt. g!*aiLfc^''<h;l/ 
I D (I DTj) *m2^X^'ai 8 5(C«'CJpTBg^ 

[0 0 8 3] ;*<0X7^y:/2 2T'ttx SWS^I 8[^® 
-r^l D (I DP) i:. m211^SP1 8 4*^6§fiL 

fbgp 1 8 3 it. mtimmz^i^Tm i 1 8 2 

^-y^xyuiU^\ D (I DP) Stf^»-f h/USKG 
Ij^Bi^bU -9— /^1 OlcgjUfSo -"t-ztl Oli. 

IjCDBg^fblSS*. S2'r>^'7i-X5^>LT+^— t 

[0 0 8 4] ^ka)X=ry-:f2 3Z'it. ^-\f:X<7=y-(T 
yV6its ^-'^T.yuiU^X Dfilf^J-f h;UaKG 
1j®8g^<bff^^MASC5(ciBjiSf 5, MASCSrt 
©Ml ^#^b95 (m2<7)«^^b®) 10 1 (D E S 5 
3) it. MASC6C0ROM5 7{CFlgS*tlTl,>Sffl») 

aKi*fflt^Tc<D^lg^^b1fS*«#^bu ^-\£7.:f 
uiu^\ DRi;^-!' h^uaKGij^a^-rso 

Ts Z.(b-^-\^7.ZfUlU^\ D (I DP) ^lt®SS1 
0 2(C-b'y hfS. 

[0 0 8 5] ;i?<DXxy:/2 4r'ttx MASC6P«g<Dlt 
^Sl0 2tt. Ml^^bSJl OllcJ:-pT-b-y h?n 
tz^~\^7.yaiU^\ D (I DP) t^^'-bXg*^ 

■f^fl D (I DP) 1 03t^. tt^-r^o ^UT^ M 

LTt>5«^lCW. SaS^XT^ -y :^2 5 izm 
tb. jaiS^X7^'y7^2 7tcii46S. 

[0 0 8 6] :^x-yyS2 7lCfcl^T> §ffl^RlBgm 



/^1 Olce5S*tl5o 
[0 0 8 7] :k(0X7''y72 8T'it> -y— tJ^SItt^ffll 
->Xx/:wia)+t-/n on. M2Bg^{bgP1 8 36V6S 
itU-pfc-y— tfx:^n/^-<^n D (I DP) Rif^-fH 
;uaKGij0^bit«?. S2'r>'?7i-:;^*^>L 

:^S2 3icM*n5„ 

[0 0 8 8] CtimSLT. Xy'-yyiSVit. MAS 

C6rt<o:^-i'-yf^sw3ii5gBi:6n. mia-^b^i 0 

1 iZ^l^TWi-^ntc^^ h>baKGijif«m2S^ba 
(MlWS^b^S) 104 (DES5 3) (C-fe-y 

ns, entitle. §«5itgT'S?.ii?+>— tx^'^ 

■9— t*x^#t#fflih>X7^/xi<0+)— oic^*ti 

[0 0 8 9] ^x•y:/2 6^^:^5t^T. t»— ex^#ffly 
->;^x/xi ®^t-y^i ott. x-f-y^^swi :&iit:Tv 

X— S'77'r;b 1 2tS'^^-( h^USK GijlcS^SSfS^' 

'T h;K7)Bg^<b=i>xV'y*g!*'iiif o 

[0 0 9 0] [=l>x>'ytfiJE25ai3l] @7(3DXx-y 

y\ 4^c^5o^Tll^7^tl5Ilvx>•y1t«EJisas^i> 

@1 0<0Xx«y:^2 6roBSlC||fT?ti5. 
[009 1] fip-e. 01 llc5^-rJ:3(c, 0 
it. x-^'77"<;H 26^e§Sif^a}LftBg^{b3>xV 

<ba>x>'y*MASC SlCgjUrSo MASC5©m 
2ffl^<ba510 4 (DES5 3) it. Hz-y f-Stlfc^'-l' 

hiUSK G 1 J:&ffl^,^T^:a)^^^b=l >x>'y^ ^^fbf 
[0 0 9 2] @4*ffl^,^T^:fl)ffi^^b*ftftW^cs^R|-r 

it. Ctl*-M3tx'rX^'F5-1'^4lc2lfflLT3tx-f 
7.^7 3 0 jitr6\ ■?-<DS S C P U 4 2 iZ'^t, * 

7. h c p u 4 2^*il®a>7^v•y^(^si^b*nTt^5^, 

<DTS?>i:)8«fLT. 7.^y=}■A^^lA^SCm,zm*) 
^X^tt^iZ. MASCSOSJWCPUS 

^^bjais^Jgg^-rSo crojgg^icjsuT. Mfflic 
p u 5 1 tt. Bg^buvxvy^D L 4 o&t; I /Og 

§5 2«^/>LTSI*^ji*^s DES53 (Ml^^bSPI 
0 1, m2^^bai04) (Cj:oTS^b^ft3o d 
(DDES5 3lCli. 'r>^'7i-7.5 0Stf l/Oga 
5 6«^^LT§fiLft:4"r h/UgKGijfi^-fe-y h*nT 
1^5©T% CKD^-r h;l/aKGij;&fflt^T^^{bf 5o 

^^fbJn/cuvxvytt. I /ogBs 4^/t-LTx 
'r:y^4 2ic2£«*n?., 

[0 0 9 3] avxvyti. 7,'r-y5^4 26^6x7;l'^ 
:^U-5'+*^4 3fC©2l^n. C<0xV;U^:/U^'-lt4 3lC 
Tm^-7iy-Ut'^^-piy-UiZlrtmtE*lT. 3^4? MP 
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7. 4 8{cT7:^a^f^i^^c5Ess^n5, ^lt. ®® 

[0 0 9 4] */c. ?^XhCPU4 1tt. nVxVU/^ 
««-r U-Z:.«SI*ii&SlC. M A S C 5 ftCDSJ 

fflic p u 5 1 ica3a]«t73. ccDSjfflic p u 5 1 tt. a 

!ti''0lC«:5i:> SJffllCPUSK*. DES53»C<}:5a 
mti'P±t^tt'i,lZ. *XhCPU4 1 1CWLTX 
'r-y^^4 2*li6^-B:5, SfoTs P^fitc3tJS-r.5<I 

[0 0.9 5] j:OJ:3lC. *ll!S«9<0+-E5IISaStC<fc 

SKD-J'-f h/U@KGijtt. MASC5StCfflli*tlfj:lg| 
PfllJ:T'#5o 

[0 0 9 6] ia-tiimi^im) mc. zivxvyii 

■9— exg«t^ffiy->7.x/* ncj: ^TM A S C 5 {C»* 
ii^nSo Jl©<}:5ic. *IISgffiJT'tt. S^^'^'VUi 
X<Dg31«MASC5^C^5t^T^T•^Tl^5<D7\ IttCx 

T. -9— lf;^att«ffl3v'Xx/»Uctt. ^46. MASC 
5 SIC. BiiiES^fi5gg*txTL^.St,Oi:-r*, 

[0097] [T^-bxmm] m ^ 2 iz^if^misiox 
=rv73^T'^i. ^-\^7.<77<7y[-6ii. m^ sic 

*lfit#fi9->x5^A®saiji D (t^-e:^:ra/W^l 

D: I DP) i:-9— tf7.-i75'r7Vh6®^JI D {7 
[0098] mmism m 1 2 lcfcttS3)i:c0Xx -y :^ 



3 2T-tts -9— lf7.^«mffliJ->:^7"A1tt. 01 3lZjn 

[0 0 9 9] [xv^^ibg^&SaSSIf^&AO m<D 
•iiSBS] SI 2lcfctt«?)i;©7.7^'y:^3 3T'tts "^t- 

(OX^yZfS 3 47«. -9— exSflt#fi!l->X7^/x1 IC 
J:5^^*•?>h^lX<Dffi3Ej^lS6>^T1^*^5 (HI 3# 

f!B) o 

[0 10 0] EP^. a— 9'lcj:5y'yt-v^<Dsgffitt. 
-9— tfXg«t#fflih>X7^Iv 1 ,t-9— trx-J^^'TT'V h 5 

Stttc. iifflK±T'<Dm=€(cJ:5x-^i©?it!l 
?7J&^-9— tf:^^5-f 7> h 6 T<oa— 9'(::j:5x— ? 

ffiS^ji^E-rsfcWc, ffl^,^6^^■5o ccT-tt. ISO 87 

31-1lcSr3< MAC (MESSAGE AUTHENTICATION CODE)^ 

[0101] -9— t:'X^^ffiiJ->:^xIv1 Oxi^^fiUg 
.:Sgl514(i. a— 9'©ffi^7□ilA^6?l3•S<!:■r^S^!:5^ 
lS"r5ffi3t:<3'5>^fil<Dx-^';?'a<y^' (DATA OF MENE 
Y) 1 4 0^. Slffiffl7U-L.FtC*Si!rt-r5, SJtA'? 
V^ffl<0x-4!:/P y^' (DATA OF MEMEY) 14 0tt. 

'r>-j'uy>h3-*i5ji# (I V) KHozm^vmi 

tl5 (Zx>y>f3 3) o EP^. SMftORiaKl 4 2Rtf 

M3e^kgpi 4 3^c^5^,^T. BgiE#^ (i v) 

Ts S3£*'?>5»ffl©x-^:/P-y^' (DATA OF MENE 
Y) 1 4 06Wik*tli.O7S5o ira)<fc3Sl*j!!l 

m.ommw^^ (mao -^-tfj^^^m^ffli/x 
1 i^^wtti'^y^moiE^'&^mmt^tcisbai'r- 
^tLT. Hlfiffl7L/-/»F(cisirt5'ns, dOJiKiffl 

7U-/:.Ftt. S2'f>'SJ7i-X:&^LTx -9— e;x 

■f^-r 7> h 6 icg8i-<ifcM a s c 5 icjS^* n?) 

(X7^-yy3 4) „ 

[0 10 2] MASCStt, §«Lyi:SHlfli7lx-L.F 
tcWLTv •9— lfXffl«#<ll>'XxA1ffilli:l^-SaS* 
ff3o fip-B. j|lfiffi7U-AF6^6S?Eijr»-$J®<7)x 
-^:rU"j^ (DATA OF HENEY) 1 4 0*g|*ai"r, ^■ 

LT> mmo R HIS 1 0 6 aifBi^^binffi i o e (d e 
S5 3) ^t^5L^T. ajtMBUHnaicESCT-o-^u^v 

-y? OPTICS* LTa:ssas«ff3= ss. cwa 

S ( I V) tt, ii^T'Snif. -9— e7.g«t#{ll->Xx 
A1<7)x-r->'^/U^S^1 4lC*SaS#nTl^51iS (I 
V) ^C|^M8LT^-^5o tfcS^I 0 7lCfcl^T. ^ 
*SaSa)^S^#tlfcMACCDffl (MAC ) tilM 
ffl7U-/*FtCttirt*n/-cMAC 1 4 1©{ii:*it«f 



(13) 



1^11^8-3 056 6 2 



TA OF MENEY) 1 4 Oti^iELl^^T— S'T'SSiWIr 

u X'r7^sw6«'g0U5c t^t. z.oiWtij'^y 

[0 10 3] W±®^mx II.-W2lfflffi7U-AF6^ 

6a3E* "5 V'Sf(i«-gc^ai LTcn^** js^ftJi^ic 
[0 1 0 4] ^:<ori?^^)^s*5as^cffit^6^^5/\°^;>« 

Bg^bSftS : DES 

m^m : 56if<y h 

MAC : 32tr'y h (64 f -y [■^■h<nl£iVd"J 

h^aaj) 

^Sr— ? : 64tr«y h -y ^mffi( :T:Ji»<D32\ 
tf-y htt/N'x-rV-^'tf-y h^JfX) 

2j(CJ:t>TBi^ftLiILTiix— Sf77"rjH SICJSSA 

(0 1 0 5] -9— if:^s«#ffl!i->xxz»i T'ls 

S K G 1 j Ti^a&Bg^b* tlTt^«6\ 
VhyUSKGzjTBg^bt-Sie^A^S-So ^©fc46x * 

stsfi«yT-tts x-^'77'r;u5^mi<ox-^'77"r;n 

7 y -f ;Hc3Sa^®*«)»i^blf ^^ftifif 5 <h tic 

(iax-^«77"f/w , rnnoi^-^-py^MzM^m 
>xvy^*SM-r5©T'fe5 (Six-^7y'r;i/) „ c 

(DEI 4©5aS©Bua<!:LTs 81^1 8<Dm2^X 
4f+-1 8 5i:@Mgriaiaa51 6(r>'S^2^7.^m^ 6 3 

-f h ;l/a K G 1 j ttSffiffi «^T3 C t «: < iSt^T 6 tlS 

©T%^'f ^-;^aKG1j®s^^cffll^6n5m277.■J! 

ai 6 3, 1 8 5«. @MfT©l»SSM*tl5, 
[0 1 0 6] 01 4(DS!iSttgMfr^'r7 1 7(CS^J 

5. 01 40iaSWX^'-h^Y5>^'', 
Sf^-f h/U@KG2jlc<t:oTBg^b*nELfcSfa>x 
V>tDifix— J'7 7'-f;l/'\«Jfi-r5^'-l'S>-j7(i. IBx 
-■ S'77'-<;l/8ffil*T'fe^Cttt> W3$T-t,§l\ S 



i^^lcttx X-r-y^SWI^PBi;. ;^-l'-y9^SW2%ii 

X'r'y^sw4*miT— j'77"fin 2ffiijtu 
x-r-y^sw5^m2x— 5i7 7'r;i/ffln 3fr^„ c 

[0 10 7] si 4<DfiiSlCfcl<>Tg«]a)7.x-y:;^4 1 

Ttt. SMSfjaLSSBi eo^^sftsgp (m3<D^#^b# 
s) 1 6 1 (c. ig2asfi£gpi 8 4^efct^T^s<D^»'r 
h;H D (iDTij) ^<:S^^,^T^fi8^♦^fe^-l'^;^a 
KGi^-b'y h-r-1.0 

[0 10 8] *©X7^y7'4 2f-«. ia7^-5'7 7"r;l/ 

1 2{C|Stft*tlT0^*aK^»1' h/i/aKGiicmrs 
Bg^k=l>7^>*y*@MSii!iSgP1 60D^^Simi 6 1 
fC-b-yhLTv ■S'-r h)l/aKGi(C»-:Jt>T^^^ff 

•5, ■ . 

10 10 9] :m>7JT V-:fA 3 T'tt. aMSfSBSgP 1 6 
om3@^figgp (@Mir#e) 1 6 4tt. ^f-^-^T 

'r;i/K?46iSifl5-nTt^5i5iti)b^0D-s»Y h;n d (id 

T2j) €-M2V7.-J'jg|1 6 3lCj:yBi^bLT. Sf'S'-f 
h;l/aKG2j=&^fiE-r5o m4Bg^b^ (Sl30Bg^b 

#e) 1 6 2t±. ^^*tifca>7^>'y^fT^"r' h;bg 
K G2j ^^:Sr3t^TBg^bLilf o 
[0 110] :*<0X7^'>:/4 47tt. Sl4Bi^bgiJ1 6 

2*i5Bi^bLilLfcBg^ba>x>'y5. ff7^-^7y' 
-r/H 3tC»*iit; (»ii#gic»l5) , ^<r>7.iryy 
45T'tt. SMff^'T^-l ytCckorSSWBg (filjx 

tfsaeB©a?^j-xK) ST-^5■6. sx-r-y^swi, 

2. 4, 5«WygS;^5o Slx-'S'77'-('JU 
€•107 y'-r;Ui: LTt^fcli^^^:^5t^T^i, x-r -y 5^ s w 

25gai;. X'T-y^swi^ns-, T.-r-y f^sw4€^M 
Siffiy(c«j»j»^. 7.'r>y5^sw5€i0x-^'77'<;n 

2ffiOlCijl]»J^^S. Ctlcfct). SfT^-^7y"r;l/1 31C 
itSJ«*tlTL>5^''1' hiU I D (I DT2J) ^SfiSSPI 
8lcg|fipIffii:Sy. Sir— S'77"r^H 3tcfeiSrt#tl 
Tt^5Bg^b□>xV•>^+^— /n 0lcill€RlHgi:&5 
i:ttlc> 2:<DSfT-5J77'-<;l/€IHx— ?77'r;l/i: 
LT&53?lHl<0Miriaiai?pItgi:Si.„ c:<DXx-y:/4 
4Wj!aaA^^7r5<!:> SaSft^^l 0<D7.x-y7'2 1 iC 

[0111] (MASC ®gii3*^) a-+f<aT':^-MA 

SC5©l»*Xtt^ii(;:aSLfc«^. •<t-ifxs«t# 

tt. SgiH::a<D®lgStfMASK50B^?T«tT3. IP 
■B. a.-+ftt. MASC5©S»5tXtt^li©^ll3b't5i^ 

It. -9— exa«#tt, -9— tfXffl«t#ffliJ->XxA1<0 
yP77"r;Ux— SfT'lL—tf^BIg^, a-+flcS<fLT 
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U mf«MASC5©,l D (I Di) ^7lc^St 

I D (I Di) ^^tMASC5^«^TLTte3. 
[0 112] 

[0 1 1 31 :^^m(0<?3'<Ty Y-mWy7.TL. 

lea v*yS4«^*eiiR-r 5 c tti^T* 
[@iS<Ofi!^^S{^] 

[112] 0i<Dx-:;^;U'*-x^'?|-"r>^'5^'x 

[03] 01 O-t^- lfxa«t#{M->X xixtD«lfiE^5^ 

[04] mw-\^7.^3^Tyvm'^X7-haii^ 



[05] 8S?Bfia#ttfi«iSt>iiffl!i»(cJ:;5zi>x>'y 

[08] ii^i*!is^5^-r^«'f/»7'p-0 

[010] gEjSa31®l^§^5"»-r7a-^-v- K 

[011] z^y7-y'ymmkm&7r.r9-( hTa-^ 
[012] □-*;US^Sas©F'gg55R'r7a-^-*' 

[013] T'j^}\^m^i)Bmzm^t^m&^jT<ty 

□ •y^0 

[014] a©E«fiaa(Drts«/Txr^"rA7'n-0 
[^#<oia^] 

5 MASC 

6 -9— tfX^'T-l'T'Vh 

1 0 

11 a-lf7^P77'-<;l/ 

12 SI T-^f^y-f/b 
1 3 m2r-^f77"r;l' 
1 4 xv'^J^US^Sas 
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1 8 H^S^ 

2 0 a»^£l§ 
53 DES 
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57 ROM 
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